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1. About this Document

This document is provided as an additional resource to cover specific issues & questions that require more elaborate
detail to answer. The General section provides useful tips or detailed explanations. The FAQ section provides answers

to common questions related to the PLX SDK.




2. General Notes

2.1 View PLX Driver/API Debug Messages via DebugView

This section describes how to setup DebugView to view debug messages from PLX debug builds of the API or drivers in
Windows. PLX drivers and the APl have numerous built-in debug messages designed to provide much useful information
that generally aids in resolving issues. These messages are only built-in to debug builds of PLX software.

1. Download the latest version of Debug View
http://technet.microsoft.com/en-us/sysinternals/bb896647

2. Run Debug View as Administrator

Open
@' Run as administrator
Troubleshoot compatibility

Share with
Pin to Taskbar
Pin to Start Menu

3. Setup the options as shown below

Options | Computer  Help

v | Win32 PIDs
; Force Carriage Returns
| Capture | Options Computer Help History Depth... Ctrl+H
i v Capture Win32 Ctrl+W Clock Time Chrl+T
1 v Capture Global Win32 Show Milliseconds
v Capture Kernel Ctrl+K Eont...
v Enable Verboze Kernel Qutput
Hide When Minimized
Pass-Through
Hide Toolbar Ctrl+B
v Capture Events Ctrl+E ¥ Auto Scroll Cerl+ A
Log Boot Always On Top



http://technet.microsoft.com/en-us/sysinternals/bb896647

4. Copy the debug version of the PLX driver over the existing one in Windows\System32\Drivers. Make sure to
match the running version of Windows to the correct driver version (ie “i386”=32-bit, “AMD64=64-bit”).
To capture any PLX API debug messages, copy the PLX API debug build of the DLL from
PixSdk\Windows\PIxApi\Debug to Windows\System32 (32-bit Windows) or Windows\SysWOW&64 (64-bit
Windows)

Search pe I

()=« chic > 56 v [ 4]

Edit “iew Tools Help Edit  View Tools Help

Organize = G5 Views =

dars v | Marme Date modified Falders hd
| PleSdk - Plx8000 NT.pdh | System32 -
| Bin ) PlB000_MNT.sys 0404

. Documentation , Advancedinstallers

Debug version of the 32-bit PLX 8000

§ Driver NT driver (PIx8000_NT) in this example - appmgmt
| Source PLA000_NT T
o Source PlB000_DkA / bg-BG
, Source PLe000_NT 1 | Boot
J Driver_PlR000_MT 3 J Branding
. chk , ca-ES
| amdfd , catroot
J 386 |4 | catrootd
. fre . Codelntegrity
| Source.Pl3000 J com
o Source Pl , config

m
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5. Load the new driver.
For a PLX Plug ‘n’ Play driver, use Device Manager to ‘Disable’ the device, then ‘Enable’ it.

=5 Dewvice Manager ED = Device Manager EE

File  Action Wiew Help File Action Wiew Help
» 2 Keyboards .- Monitaors
[ - Manitors s B Metwork adapters
> -EY Metavork adapters a5 Other devices
4 -5 Cther devices ::—/\:_ A+ PL¥ PCTe BA24 BT Port
- L5 PLX PCle 8624 NT Part > L Pro Update Driver Softuare..,
. ¥ Pro Update Driver Software., b M Sys
_" .:f Sl.'l"ls Disahkle h‘i Ui Uninstall

Disables the se Uninstall Enables the se

- I 1 ' '

For the PLX Service Driver, simply run PLX Driver Options Wizard, select PLX Service driver and then Start/Stop.
%2 PLY Driver Option YWizard

Select a PL driver:. [8000-zeries NT PrP driver
2000 Db Contraller PP driver
BO000-zenes NT PrP driver
9050,/9052 PrP driver

9030 PrP driver

9030 PrP driver

9054 PrP driver

9056 PrP driver Exit
9656 PrP driver

3311 PP driver

FLx PCI/PCle zervice

Stop Driver

il §




When the driver loads, & if everything works properly, PLX driver debug messages should appear. Debug View
also allows capturing to a file, & other features. The output should be similar to the snapshots below.

4§ Debugyiew on WPLX-INTEL-PC {local) o= |
Eile Edit Capture Options Computer  Help

SHE | QSR EBT| 9T | #

# Debug Print *
Z R S D [ e o e o e e e e e e e e e e e e = = e = e e e o e e e e e e S e e ==

3] Plx9656: PLE driwver w7.00 (32-bit) - built on Mar 22 2013 10:32:39

4 Plx2656: Driwver supports WDM w6.0

5 Plx9656: O3 is Windows 7 (WDM wa.l1l) or higher

[ P1x9a56: Registry path = "V\REGISTREYYMACHINE,SYSTEM, Control3et001Yservices \P1lxI65a"™

7 Flx2656: ...driver loaded

=1

=] P1lx5656: Created Device (4Device\Plx9656 w700-0)...

10 P1lx2656: Create Win32 sywbolic link (\DDsDevices\PlKQESE_VTDD—DJ... -
11 Plx0g56: Attached dewvice ohject to stack r
12 Functional: S6CATS40

13 Phy=sical @ 85ADAB4S

14 Lower : 85ADAS4S

15

16 Plx29656: Received PNP MNessage (IRP=86386520) ==> IRP MW QUERY LEGACY BUS TNFORMATICH
17 Flx9656: Forwarded IRP to next lower driwver

15 Plx9656: ...Completed message

19

20  Plx5656: Received FNP Message (IRF=856386520) ==> IRF_MN FILTER RESOURCE REQUIREMEMNTS
21 Flx2656: Forwarded IRF to next lower driwver

22 P1lx9656: ...Completed message

23

24 Plx9656: Received PNP Message (IRP=86386520) ==> IRP_ MN 3TART DEVICE

25

26 P1lx9656: Receiwved PNP Message (IRP=8612D375) ==»> IRP_MN QUERY CAPAEILITIES

27 Plx2656: Forwarded IRP to next lower driwver

28 P1lx9656: ...Completed message

29 Plx9656: Dewvice information — FCI bus 04, slot 00, function 0O

30 Plx2656: Resource list contains 9 descriptors

31 Fesource 00

32 Type : Memory

33 PCI BAR 0O: FEOFEGOO

34 Phys Aaddr: FEOFE&OO

35 Size : 00000zZ00 (512 EBytes)

ig Property : Non-Prefetchable 32-hit

37 Eernel WVh: SCAZ4800

38 Fesource 01

39 Type: Device Private Data [(ighoring - reserved for system use)

40 Resource 02

41 Type r I/

a2 PCI BAR 1: 00001000

43 Phys Addr: 00001000

44 Fize : 00000100 (256 EBytes)

45 Resource 03

45 Type: Device Private Data [(ignoring - reserved for system use)

47 Fesource 04

48 Type : Memory

49 PCI BAR Z: FDOOOOOO il
| =il Tl = hnd sTmininlinlnll




-
3% DebugView on \\SAM-ABUNASSAR (local) = FE
S
File Edit Capture Options Computer Help
2EH@d | & 8» A BEEBT| 99| 4
¥ Debug Print
1
2 PlexSwo: (========================================================
3 PlxSvc: PLY Service driver 7 .00 (32-bit) — built Mavy 10 2012 10:26:59
4 FlxSvc: Eegi=try path = "~REGISTRY-MACHINE-SYSTEM-ControlSetill~=services~FlzSvc"
5 FlzS5vz: Create Dewvice Cbject (“Dewvice-~PlzxSwc w700)
& PleSvc: Create Wind?2 symbolic link (“DosDevices~FPlzSvc w700)
7 PlzSweo: ACPI Probe — ACPI i= w2.0 or higher (rew=2)
g PlzSwc: ACPI Probe — 'RSD PTE ' found at O00FEEOOD
9 PlxSwc: ACPI Frobe — RSD table at 000FDZ203 ha= 10 entries

10 PlzxSvc: ACPI Probe — FACP table at 000FD2DE
11 PlzSvc: ACPI Probe - S5DT table at FFFD26FER
12 PlxSwc: ACPI FProbe — APIC table at 000FD443
13 FPlzSwvc: ACPI Probe — BOOT table at 000FD4BS
14 PlxSvc: ACPI Frobe - ASF! table at 000FD4DD
15  PlzxSvc: ACPI Probe — HCFG table at 000FDG44
l& FPlzSvc: ACPI Probe - HPET table at 000FDLR32Z
17 PlxSwc: ACPI Frobe - S5DT tabhle at YFES6C40
18 PlzxSvc: ACPI Probe — SSDT table at YFE87049
19 PlzSvc: ACPI FProbe - S5DT table at YFE87452
20  PlxSwvc: ACPI Probe — PCIe ECAM at 00000000_FoOOO0COO
21 FlzSvc: Scan for devices. ..

22  PlxSwc: Add - 2770 8086 [Db:00 =:00 £:0]
23  FPlzSwc: Add - 2771 8086 [b:00 =:01 £:0]
24 PlzSwc: Add - 2700 8086 [b:00 =:1c £:0]
25  PlxSwc: Add - 27D2 8086 [b:00 =:1c £:1]
26 PlzSwc: Add - 27C8 8086 [b:00 =:1d £:0]
27  PlzSwc: Add - 27C% 8086 [b:00 =:1d £:1]
28  PlxSwvc: Add - 27CA 8086 [b:00 =:1d f:2]
29  PlzSvc: Add - Z7CEB 8086 [b:00 =:1d f:3]
30 PlxSwc: Add - 27CC 8086 [b:00 =:1d £:7]
31  FlzSwc: Add - Z244E 8086 [b:00 =:1e £:0]
32  PlzSwc: Add - Z7DE 8086 [b:00 =:1= f:2]
33  PlxSwc: Add - Z7B8 8086 [b:00 =:1f £:0]
34  FPlzSwc: Add - 27DF 8086 [b:00 =:1f £:1]
3%  PlzSwc: Add - 27C0 8086 [Db:00 =:1f f£:2]
36 PlxSwvc: Add - 27D& 8086 [b:00 =:1f £:3]
37  PlzSwvc: Add - 0141 10DE [b:01 =:00 £:0]

38 PlxSwvc: Add - 1677 14E4 [b:82 =:00 £:0]

39 PleSwc: Device Scan: 17 devicel(s) found

a0 FlzSvc: Allocate common buffer. ..

41 FPlxSwc: Attempt to allocate phy=ical memory (28 Kb
42 PlzSwc: Allocated phv=sical nemory

43  Pl=Svo: CP0 Phvs Addr: 7f=71000

44 PlzSwc: Bu= Phyw=s Addr: 7fe?1000

45  Pl=Svc: Kernel VA - A183F000

i6  PlzSwvc: Size ;o 0Oo00Zo0n (8192 byvte=)

47  PlzSvc: Cacheable? ;. Yes

aa FlzSvc: .. .driver loaded

4 1 r




2.2 Unable to Select a PLX Device in Windows Due to Security Issues

PROBLEM & SYMPTOM

In some rare cases, applications using the PLX APl are unable to open connection to a PLX device with
PIxPci_DeviceOpen. PLX has worked with a few customers who have reported such an issue. After investigation, this
was narrowed down to a security setting in the system. The symptom occurs when the PLX API calls CreateFile to open
a HANDLE to an installed PLX driver, which results in an extended error of ERROR_ACCESS_DENIED.

Another symptom is that the device is selected successfully though PIxPci_DeviceOpen, but subsequent calls to some
other PLX API calls, such as PIxPci_PciBarSpaceRead or PIxPci_NotificationXxx, return an error of Unsupported
Function. In this case, the APl is able to select the device via the PLX PCI/PCle Service Driver, which is the last driver the
APl attempts to contact. The symptom manifests itself when certain API calls return Unsupported since the Service
driver only supports a subset of the full PLX API. This issue doesn’t apply to the service driver since it’s not a Plug ‘n’ Play
driver.

The problem likely starts due to some erroneous software/INF installation which modified the default security setting
for the “Unknown” class of devices. The “Unknown” class is one of the pre-defined Windows classes for devices and
determines where devices show up in Device Manager (e.g. Battery, HID device, Display, Network, etc.). PLX has always
set SDK drivers, since they are generic, to be registered under the “Unknown” class in the INF. This is why the drivers are
listed under “? Other Devices” in Device Manager.

The security setting may show up in the registry under either the Device Class (governs all devices of that class) or the
device-specific registry entry. For example, here’s the “Other Devices” class:

A Registry Editor |
|| File Edit View Favorites Help i
- . {4D36ESTB-E325-11CE-BFCL-08002BE10318} = || Name Type Data
» . . {4D36E97D-E325-11 CE-BFC1-08002BE10318) a-b\g‘"""' REG_SZ Other devices
u {4D36E97E-E325-11 CE-BFC1-08002BE10318} || @b Claes ' REG 7 Unknown
i || Propertes L= I - o o i
vy || SO MG e o
b - 150127 DC3-0F36-415E-A6CC-4CB3BES10BGS} a-b\:LowerLo oVersion REG_S.Z - 60 ‘
2. {50906 CB&-BA12-11D1-BF5D-0000F805F530} - 9 - ’
. 15099944 A-FOB9-4057-A056-8C550228544C}
. {50DD5230-BARA-11D1-BFSD-0000F305F530F ~
7 | T (3 ] T 3

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Control\Class\{4D36E97E-E325-11 CE-BFC1-08002BE10318}

Related links:

System Classes: http://msdn.microsoft.com/en-us/library/windows/hardware/ff553428(v=vs.85).aspx
Vendor Classes: http://msdn.microsoft.com/en-us/library/windows/hardware/ff553426(v=vs.85).aspx
Access Control Lists: http://msdn.microsoft.com/en-us/library/aa374872(v=VS.85).aspx

Controlling Device Access: http://msdn.microsoft.com/en-us/library/ff542063(v=vs.85).aspx

SDDL for Device Objects: http://msdn.microsoft.com/en-us/library/ff563667(v=vs.85).aspx

Secure Device Installations: http://msdn.microsoft.com/en-us/library/ff540212(v=VS.85).aspx



http://msdn.microsoft.com/en-us/library/windows/hardware/ff553428(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/hardware/ff553426(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/aa374872(v=VS.85).aspx
http://msdn.microsoft.com/en-us/library/ff542063(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/ff563667(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/ff540212(v=VS.85).aspx

POSSIBLE SOLUTIONS

1. Inall cases, a complete re-install of the OS resulted in removal of the problem. This results in the security setting for
the “Unknown” class of devices reverting back to default. If System Restore is enabled in the system, restoration of
the registry to a date prior to the erroneous software modification of the security descriptor may resolve the issue.
Note that re-installing the erroneous software/INF will result in a return of the problem.

2. [Recommended] In the INF, modify the class to one that matches the type of device that will ship. In general, this
step should be followed anyway. This change then avoids the security descriptor setting for the Unkown device
class. Uses either a Microsoft provided Vendor class or refer to MSDN for creating a custom OEM class. Creating a
custom class is beyond the scope of this document, but essentially involves adding a Classinstall32 section to the
INF. Below is an example of changing to a Multi-port Serial Adapter class of devices.

"
File Edit Format View Help File Edit Format View Help
[Version] [Version]
Signature = FWindows NTS Signature = SWindows NT§
Provider = HPLX% Provider = %PLXG
Class =Tnknown Class =MuTtiportserial
ClassGuid =| {4d36ed7e-e325-11ce-bfcl-08002bel0318 fClassGuid =| {50906cb8-bal2-11d1-bf5d-0000f 8051530
DriverVer = /2013, 700000 DriverVer = L5 marassm pa i ra s ra sy
DriverPackageType = PlugandPlay DriverPackageType = PlugAndPlay
DriverPackageDisplayName = %PackageName¥ DriverPackageDisplayName = %PackageName%
CatalogFile = Plx5dk. cat CatalogFile = Plx5dk. cat

3. Inthe registry, check both the Unknown class (HKLM\SYSTEM\CurrentControlSet\Control\Class\{4D36E97E-E325-
11CE-BFC1-08002BE10318}) location & the registry entry for the device itself. The device location will depend upon
its Dev/VenlID, etc., but will be a sub key under HKLM\SYSTEM\CurrentControlSet\Enum\PCl. Here’s an example of
a PLX 9056 RDK in a system:

& Registry Editor

File Edit Yiew Favorites Help
(L] VEN_10BS&DEY_90548SUBSYS_273510B53REY_ 0B & || Name Type Diata
(1 VEN_10BS2DEY_90548SUBSYS_905410BS&REY_02 b}t REG 57 (valuz it seb)
=@ EN_IEIBSBdaDE'-.-'E_lEIEISEu&SUBSVS_‘BDSrSlDBS&RE'-.P_P.P. Comabiitins REGDWORD (000000000 {0)
= Ezf? élE'F BOBZ00078 Class REG_SZ Linknown
& ven s DBEEDE'; S601BSUBSS 5656 {QESEREY AD [ab] ClassGUID REG 52 {4D36ES7E-E325- 11 CE-BFC1-0R002EE
(] YEN_L0BSADEY_960185UB5Y_965610B56REY B [ab] CompatibleIDs REG_MULTI_SZ  PCI\WEM_10BSRDEY_S0SEEREY_AA P
(] YEN_10BSADEY_D6SEASUBSYS_244000035REY_AD DE’“EEDESE REG_~Z Other PCI Bridge Device
(] VEN_10BSADEY S6C28GLBSYS, 9656 10BSEREY AD [ab]HardwareID REG_MULTI_SZ  PCI\WEM_10BSEDEY_S0S63SUBSYS_9
D YEM_10BS&DEY _96C28SIUBSYS_965610ES&REY _Ba LDEEtiDI’III’IFDI’I’I’IBtiDI’I REG_5Z PCI bus 4, device 4, fFunction 0
¢ 5 B¥]umumber REG_DWORD 000000003 (3)
My Computer|HKEY_LOCAL_MACHINE|SYSTEM|Current ControlSet\EnumiPCIIWEN_10BS&DEY_90S6aSUBSYS_905610BSEREY_AAI58207d1 16dR08200075

If there is some sort of “Security” key under either of these, delete them & reboot & that may solve the problem.
Most likely it’s under the class key.

4. Starting with PLX SDK v6.50, PLX added a device security key in the INF so that it’s added for all device installations.
Since PLX was never able to reproduce this issue in-house, there is no guarantee this setting will have any effect on
the problem. The security descriptor of the parent class may override device-specific security. Below are snapshots
from the PLX INF to demonstrate the changes:



http://msdn.microsoft.com/en-us/library/windows/hardware/ff546335(v=vs.85).aspx

[5trings]
Installpisk = "pPLX Installation Disk"
PLX = "PLX Technology, Inc.”

PL¥_ACCESS_5DDL "DiP(A;;GA;;SY) (A GRGWGX; ; ; BA) (A ; GRGWGX; ; ; BU) (A; ; GA; ; ; BG)

| PlxSdk.inf - Notepad

File Edit Format Yiew Help

Device-specific options & registry entries

security settings are added here to override any class security settings
imposed on some systems. Refer to "SDDL strings” on MSDN for details.

PLX is setting the default access as follows:

GA -> 5Y GENERIC_ALL to 05 itself

GA -> BA GENERIC_ALL to Administrators

GRGWGEY -> BU READ,/WRITE,/EXEC to Built-in User Group
GRGWGEX -> BG READ/WRITE/EXEC To Built-in Guest Group

[DDInstall_8000.NT. Hw]
Addreg = AddrRegsecurity_NT_B000

[DDINstall_B000. NT. HW]
Addreg = AddregSecurity_NT_6000

[DDINstall_9050. NT. HW]
Addreg = AddregSecurity_NT_9050

[DDINstall_9030. NT. Hw]
Addreg = AddregSecurity_NT_9030

[DDINstall_9080.NT. HW]
Addreg = AddregSecurity_NT_S080

[DDINstall_9054. NT. HW]
Addreg = AddRegSecurity_NT_9054

[DDINstall_9056. NT. HW]
Addreg = AddRegsecurity_NT_9056

[DDInstall_9656. NT. Hw]
Addreg = AddrRegsecurity_NT_9656

[DDINstall_8311.NT. Hw]

Addreg = AddregSecurity_NT_8311
[addregSecurity_NT_8000]

HKR, ,Security, ,%PLX_ACCESS_SDDL%

[AddRegSecurity_NT_6000]
HKR, ,Security, ,%PLX_ACCESS_SDDL%

[AddregSecurity_NT_9050]
HKR, ,Security, ,%PLX_ACCESS_SDDL%

[addrensecuritv NT Q0301

10



2.3 Increase 8311 DMA Performance

The 8311 device is actually a PLX 9056 with a PLX 8111 PCle-to-PCl bridge in a single die. The introduction of the 8111
device does introduce some latency & affects performance, especially for PCle-to-Local bus DMA operations. To
increase performance, some settings may be modified. Below are suggested settings to modify to achieve higher
throughput. These settings apply to Forward-mode operation (PCle-to-PCl).

8111

e Enable blind prefetch (48h[0] & 100Ch[29:27]) and set to a reasonable value, like 512B
e Increase the secondary PCl latency timer (18h[31:24])

9056/8311

e Increase the PCl latency timer (04h[15:8]) to a larger value, like 50h.
o Disable the DMA latency & pause timers (08h[17:0]).
e Change the DMA read command code (6Ch[3:0]) from OEh (MemRead Line)>0Ch (MemRead Multiple).

Below are some sample snapshots demonstrating the changes & performance impact on a PLX 8311 RDK.

o PLX Performance Measure

@ & DM € Direct Slave / Host CPU
| B4 | Fosddes 00050000 [Earz =]
| g I-- | ‘ = | Local Address 00000000
: n Control Channel Use
N =0 " Interupts O £ =
Device |nitialization [1000) | 00000033 Chip Silicon Revision [1040) | 00000201 Flacie ot o F‘ollingp c e e
Eeprom Control [1004] | 81300000 Diagnostics [1044] | 00000000
Global Options
Eeprom Clock Frequency [1008] | 00000000 TLP Chrlr Configuration 0 [1048) | 00810420 Transfer Local Burst
Ep————— ] . " Local == PCI " Dizabled
PCI Control foocy| 23008090 TLP Chilr Configuration 1 [104C) | 00000004 & POl == Local i,

FCl Express Int Enable  [1010) | 80000000 Lt Configuration 2 [1060] | 00010300
PCI Interrupt Enable (1014] | 00000000 TLP Controfl# (1054] | 00000000

Interupt Status [1018] | 00000001 TLP Ctrlr Tirne Lirnit O

Byte Count | 00000400 " Infinite

(58] | De0&zCzs L — [ Statistics
| W . - Set PF to 512B in 8111 = Tagt Campleted ™ Mum fers 515,621
Power R equired [101C) | 00000000 TLP Ctrlr Tirne: Lirnit 1 [108C] 2 resulted in 52MB/s Total Transfers. 515,621 e ——
. otal Lata
GP1/0 Contral foz0) [ oooonotF CRS Status Timer [1060) TotalData  : 50354 MB b
Total Time  : B.58 seconds Cur Rate 26,55 ME/
GP 140 Status (1024) [ n0O00OOD Enhanced Config4ddr  (1084) | 00000000 Overall Rate : 76.55 ME/s : &
| Mailbox 0 posoy [ oomoOOOR R || Elapsed Time
Mailbiak 1 (1034) | oooooooo PLXMon - 9056 BA (5601 108 Feadilostatfes NS
Mailbax 2 {1038) | oodooodo ||
Maibox 3 [wa;# ooooooo | e[ 5[ |7 [ ]

e

< Device/Vendor D {00) | 56011085 Extend::l ca.;ab.m:f ____________________________________________________
Command/Status i04) [ 02600007 | T amtbaraniiy

Class Code/Revision (098] | 05S000BA Power Mgt TErivol5tat  (44) [ DOU0TECD - || | Y NS
00005003

Hdr Type / Cache Line  [0C]

Increase PCI Latency timer from 20h -->

Base Addess 0 [10) | E2040000 50h reached 76.5MB/s. Without this, DMA S,

Base Address 1 [14] l—nunmum maxed at 18MB/s regardless of 8111 PF. e — | =
,— Star | eset Grapl LCloze |

Basze &ddress 2 & | E2000000 ) |

11



PLX Performance Measure

(= = = o (=
{or g [l b= i
f £
{+ =
S -~
------ Test Starting - Sl
PL¥ APl vE.OD MHum *ferz 798 502
PL Diriver 6,00
Host DM&. Funring.. Total Data 1218 GB
Curr Rate | 126,47 MB/s
Elapzed Time
00k 02m 45

Transfer R ate

Stop

Mailboxes
Mailbox 0

[78] | 00000000 FCI

Maibex 1 (7C] | 00000000
Malbox 2 (48] | 0DOODOOD
Maibox 3 (4C] | 00OO0O0O
Malbox 4 (50] | 0D0ODOOD
Maibox 5 (54] | 00000000
Maibox & (58] | 00000000
Maibox 7 (5C] | 00000000

Doorbells & Control
- Local Doorbell

Local -~ PCI Doorbell
|nterrupt Control /S tatus
EEPROM & User 140 Crl
Hard-coded Device ID

Hard-coded Revizion

SSIES)

(60) | 0D0o0ODD
(4] | 0000000
(68 [ OFOFa03 |
(BC) | 100D7E7E -,
(70) | 9E5E10BS

EEPROM, PCI, User 1O

PCI Commands

PCI %irite Crd Code for DA |_?'
PClRead Cmd Code for DM | 6
PCl wiite Crnd Code forDM | 7

GF /0
FCI Read Crd Code for D2 dl? [0 Select: USERITALLOCKID)

Changed from 0Eh to 0Ch

I USERi Status: High(1)/Law(0)
v 1/0 Select: USER[1])/LLOCK.a[0)
v Azzert USERD: Highi1]/Low(d) ped

[ Local Intermipt Active due to PCIINTA

EEFRORM [ LINTa/LSERR active due to PCI SERR -

[V EEPROM Presert [~ Reload Register values from EEPROM

[ Azsert EEPROM Chip Select [ Put Chip in Reset State [S A% Reset]

[ Azzert EEFROM Clock

[ Input Bit frorm EEPROM [Read]

[ Output Bit to EEPROM [\rite] ta

™ Enable EEDO Input A th

hde

et A F R R A Lr AL B R e pT e, L W

Current Mode: PLX APT

u rmay have to restart your computer. De

istrator opkions
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2.4 8311 64-bit DMA Issues

PROBLEM & SYMPTOM

On some systems, DMA may fail when PIxPci_DmaTransferUserBuffer is used with an 8311. This API call uses SGL mode
of the DMA engine of the 9056/8311 to transfer to/from the individual pages of the provided user-mode buffer. On
systems with large amounts of RAM (eg 3GB+), some of these user pages may reside in memory above 4GB (64-bit
address). The PLX driver will detect this & use the Dual-Address Cycle (DAC) mode of the 9056 DMA to support 64-bit
addressing.

Since the 8311 includes an 8111, the 8111 has an issue with forwarding DAC cycles upstream. As a result, the DMA
operation will block & fail when a user page is in 64-bit space.

SOLUTION

This issue is similar to erratum #5 of the 8111. To allow the 8111 to support DAC cycles, a PECS/SPI EEPROM is required
in most cases. The fix involves setting PCl 24h[0] to enable 64-bit Prefetchable Memory, which can only be set by
EEPROM. The other fix requires setting PCl 28h at runtime to a value larger than the upper 32-bits of system RAM. A
value such as 20h should work for most systems. With these settings, the 8111 should then properly forward DMA DAC

cycles from the 9056.
i A DeviceMendor 1D Qo) | 811110B5
8111 EEPROM Lo e ErisefrEnaat (0ol
Command/Statuz [0d4) | oO100007 -
8 B Header Class Code/Fevizion (o8] | 06040021
Ignature =4l W i
Kd Leed Rzt | Hdr Type / Cache Line  [0C) | 00010008
[v Load Memory |
Baze Address 0 [10) | 00000000
Registers B aze Address 1 [14) | 00000000
Frim/Sec Buz Mum (18] | 00050504
Rea Walue Butes | 12 [2regs) o
0024 00000050 | Disable Power Management 140 Lirnit/Baze MC] | 22004040
(0024 0000000T] Support 64-bit | | Memory Limit/Base (20) | ESFOE400
S ofset] PF Memory Limit/Base  (24] | EGFOEEO0

vae | - PF Base [high32its) | (28] | 00000020

PF Lirnit [high 32-bits) [2C] | 000aa000
‘ [ TR T S I o B ramn [ nanannnn
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2.5 8311 & 8111 Power Management Issue with Windows

PROBLEM & SYMPTOM

When an 8311 device is plugged into Windows system, the system may not boot or may crash when Windows loads the
default PCI-to-PCl bridge driver for the 8111. This also applies to designs using an 8111 with an OEM endpoint.

SOLUTION

This issue is related to a Power Management (PM) erratum in the 8111. The only known workaround is to disable PM in
the 8111 via the SPI EEPROM. An SPI EEPROM must be present in the design to implement the fix.

To disable PM, add the value 50h for offset 34h in the SPI EEPROM. The PM Capability is located at 40h in the 8111, so
placing a value of 50h in 34h “hides” this capability from the Operating System by bypassing it in the PCI Capabilities list.

-

8111 EEPROM

= |

Header
Signature | B4 (B4=Valid]

e

Reqizters

¥ Load Fegisters | Sta CFL
[¥ LoadMemory [ Enable O

Heg

Walue

0034 00000050 DlsabIE F'o wer N 1anagement

0024 0aa0oam

Upon reboot, verify 50h is loaded into 34h.

Pr

Bytes] 12 [2regs)

Offzet

DeviceMNendor 1D
Command/Status
Clazz Code/Revision
Hdr Tupe / Cache Line
Basze Addiess 0

Baze Address 1
FrimdSec Bus Mum
1/0 Limit/B ase
Mermary Limit/B aze
PF termary Limit/B aze
PF Baze [high 32-hbits)
FF Lirnit (high 32-bits]
I/0 L4B [high 16-bits]
Capabilities Painter
Ewxpanzion ROM Baze

,

o0 | g1111088
[04) | 00100007 j
(08) | os040021
(oc) | oooooos
(10) | oooooooo
(14] | oooooooo
(18 | 00050504
(1C) | 22008040
(20) | ESFOE400
(24 | EEFOEGD0
(26) | 0ooooooo
(2C) | 000ooooo
(20] m

[38] 00000000
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2.6 Windows PCI Express Native Mode & PLX Devices

PROBLEM & SYMPTOM

Starting with Windows Vista, Microsoft added native PCl Express support into the OS for PCle-specific features, such as
Hot Plug, PCle Power Management, Advanced Error Reporting, PCle Capability, etc. When Windows loads, it will launch
into either PCI Legacy Mode or PCI Express Native Mode. This internal decision is based features exported by the
platform BIOS/ACPI. In most cases, only high-end server based systems include ACPI support for Windows PCle Native
Mode. PCle Native Mode is required to support PCle features; otherwise, full PCle support is disabled.

In most case, PLX devices will work fine with either Windows mode. For the following situations, if Windows is in PCle
Native Mode, it will blindly disable PLX devices & prevent a driver from loading. In Windows Device Manager, the only
indication will usually be an error reported for the device with the message “The device cannot start (Code 10)”. The
situations are:

e PLX8111/8112 or 8114 in Reverse Mode (PCle = PCl)

e PLX 8500 series Non-Transparent endpoint

e PLX 8600 series Non-Transparent endpoint if the chip either does not support or is not configured in NT P2P
mode. This means the NT Endpoint is a direct child of the Upstream port without an intermediate Downstream
port.

DETECT WINDOWS MODE

There is no obvious way to detect which mode Windows is running in. One method PLX has noticed is in Device
Manager, the description of PCle upstream & downstream ports will be different between PCl Legacy and PCle Native
modes. In PCle Native mode, switches are listed as “PCI Express standard Upstream/Downstream Switch Port”,
whereas they are “PCl standard PCl-to-PCl bridge” in Legacy mode.

PCI Legacy Mode PCle Native Mode
=-7M InkeliR) processor PCT Express Root Pork 1 - DL3S . -8 System devices
=M PCI standard PCI-to-PClbridge L ey 18| ACPI Fixed Feature Butkon
..... M| PCI standard PCI-ko-PCI bridge -1 M| Broadcorn BCMS716C Mebktrems IT Gige

----- 1M PCI standard PCI-bo-PCI bridge
----- M PCI standard PCI-bo-PCI bridge
----- 1M PCI standard PCI-bo-PCI bridge
----- | PCI standard PCI-ko-PCI bridge
----- | PCI standard PCI-ko-PCI bridge
----- M PCI standard PCI-bo-PCI bridge
----- 1M PCI standard PCI-bo-PCI bridge
----- 1M PCI standard PCI-bo-PCI bridge
----- M PCI standard PCI-bo-PCI bridge
| PCI standard PCI-ko-PCI bridge

1M Broadcom BCMS7 160C Metktreme I Gige
18 Composite Bus Enumerator
i Direck memory access controller

k| InkeliR) 3420 Chipset LPC Inkerface Controller - 3B14
1M Intel(R) 5 Series 3400 Series Chipset Family PCT Express Roc
1M Inkel(R) S Series)3400 Series Chipset Family PCI Express Roc
1M Tnkel(R) 82801 PCI Bridge - 244E
1M InkeliR) processor DML - D130
b TnkelR) processor Miscelaneous Regiskers - D158
1 18 Intel(R) processor PCI Express Root Port 1 - D136
----- 1M PCT skandard PCI-bo-PCI Bridge 18| InkelR) processor PCI Express Root Pork 3 - D134
----- 1M PCI standard PCI-bo-PCI bridge 1M pCI bus
""" (M| PCI standard PCI-to-PCI bridge -1 M| PCI Express standard Downstream Switch Port
l-gM PCI standard PCI-bo-PCIbAidGe 0 b M PiC1 Express standard Downstream Switch Port

E|"' PiCI skandard PCI-to-PCI bridge 188 PCI Express standard Downstrearn Switch Port

=18 PCT standard PCI-to-PCT bridge | PCI Express standard Downstrearn Swikch Part

1M PCT Express standard Upstream Swikch Port
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SOLUTION

At this time, the only known solution is to always force Windows into PCl Legacy Mode

a boot option via the BCD utility. The steps are:

1. Boot to Windows normally

2. Open a Command Prompt window (with Administrator rights)

Startup
?ICummand Profr Open
pisl Windows Explor Open file location

“¢ Run as administrator

3. Type “bcedit /set {current} pciexpress forcedisable”

E® Administrator: Command Prompt

C:‘>bcdedit /set {current} pciexpress forcedisable

The operation completed successfully.

4, Reboot

. This is accomplished by setting

Windows should then boot to PCI Legacy Mode every time. This setting can easily be reversed with either of the
commands “bcedit /deletevalue {current} pciexpress” or “bcedit /set {current} pciexpress default.

NOTE: Disabling Windows PCle Native Mode will result in the disable of support for PCle features, such as Hot Plug, etc.

Related Links:

Windows PCle Native Mode: http://msdn.microsoft.com/en-us/windows/hardware/gg487424
BCD /set Command: http://msdn.microsoft.com/en-us/library/windows/hardware/ff542202(v=vs.85).aspx
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2.7 Programming Blank or No-Signature (5Ah) EEPROMs

PROBLEM & SYMPTOM

All PLX devices support an optional EEPROM to store PLX register contents a chip will attempt to load on power
up/reset. EEPROMs are generally recommended to support override of default register values or to work around issues.
This section will provide options for dealing with issues related to programming blank EEPROM devices.

SOLUTION

When an EEPROM is blank, it can be programmed easily using PLX software tools or an equivalent. For legacy PLX
devices, such as 6000 & 9000 series, this procedure is generally trouble free. PLX tools such as PIxCm, PLXMon GUI,
PIxEep support programming any of these devices. A PLX EEPROM API with complete source code is also provided in the
PLX SDK for custom applications.

Newer PLX PCle devices (e.g. 8100, 8500, 8600, 8700, etc) behave differently than legacy PLX devices with respect to
EEPROM access. These devices contain an integrated EEPROM controller which software uses to access an EEPROM.
Additionally, various EEPROM sizes are supported, requiring 1, 2, or 3 byte addressing. The EEPROM controller must be
able to identify the EEPROM byte addressing in order to properly access it. This introduces a problem when an EEPROM
is blank or doesn’t contain a valid signature byte (5Ah at byte offset 0). During power up, the EEPROM controller probes
the EEPROM device for 5Ah signature byte and, if detected, is then able to properly set the byte addressing. If no
signature byte exists, the byte addressing in the EEPROM controller will usually default to 1-byte, preventing proper
access to 2 & 3-byte parts.

The following solutions apply to programming a blank EEPROM of PLX PCle 8000 parts.

o [8700 & newer 8600 series] These PLX devices support manual override of the EEPROM byte addressing in the
memory controller. 260h[21] is the manual override bit & 260h[23:22] set the byte address width. 260h[21]
must be set 1** & remain set to keep the override in effect. To program a blank EEPROM, perform one of the
following depending upon the method used:

0 [PLXMon GUI] PLXMon will query the PLX chip & prompt the user if the byte addressing is not set with
the dialog below. Select the correct byte addressing.

The PL¥ chip iz unable to identify the EEPROM address
width. Thiz occurs if an EEPROM iz not installed or the value
at byte offzet O iz not Sah.

To properly access the EEPROM, pleaze select the comect
address width of the installed EEPRORM.

EEPROM Address Width [2byte =
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0 [PIxEep] Use the -w’ option to set the byte addressing. For example, ‘PIxEep —| MyEep.bin —w 2’.

0 [PIxCm] Manually issue register write commands to set the byte addressing.

// List devices & select upstream port
dev
dev XX (Refer to list for device number)

// Set bit 21 to override the EEPROM width
mmr 260 00200000

/]

// Select one of the byte-addressing options below to match EEPROM
/l

// Set 1 byte addressing ([23:22]=01b)

mmr 260 00600000

// Set 2 byte addressing ([23:22]=10b)
mmr 260 00A00000

// Set 3 byte addressing ([23:22]=11b)
mmr 260 00EO00000

// EEPROM accesses should start to work
eep 0 0000005A

// To manually write 5Ah at offset 0, the following commands may be used.
// This assumes 2B addressing, so adjust bits [23:21] accordingly for 1B or 3B

// Prepare 32-bit data value
mmr 264 0000005A

// Issue write-enable (6) followed by write (2) command
mmr 260 00A0C000
mmr 260 00A04000

[8500 (Altair family only) & early 8600 series] These devices do not support a byte address width override. The
technique to resolve the issue is to send a special pattern to the EEPROM controller which will result in writing
0000_005Ah to the 1* DW of the EEPROM. Upon reboot, the EEPROM controller will then be able to detect the
address width. The register writes sent depend upon the EEPROM byte addressing. Use PIxCm to issue one of

the following commands:

(0]

[1-Byte]
eep 0 0000005A
[2-Byte]
eep 0 00005A00
eep 000000001
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0 [3-Byte]
eep 0 005A0000
eep 000000200

[8111 & 8112] For these devices, the PLX chip reports detected EEPROM byte width in 1004h[24:23]. If the
width is not detected, EEPROM programming software must be informed of the byte addressing to use. At this
time, only the PLXMon GUI & PlxEep (via -w’ option) support this feature for these devices. Custom software
can refer to the PLX APl PIxPci_EepromSetAddressWidth().
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2.8 EEPROM Protection
PROBLEM & SYMPTOM

Most EEPROMs support write-protection of some or all regions. PLX software assumes EEPROM write-protection is
disabled and does not clear the protection if it is set. If protection is enabled, this will block EEPROM writes.

SOLUTION

PIxCm may be used to issue manual commands to view, set, or clear the EEPROM protection. Some sample commands
are provided below. To program a protected EEPROM, for example, issue the commands to disable protection, followed
by eep_load to program the EEPROM. Protection can then be restored afterwards.

e Disable EEPROM protection
// Enable Write latch
mmr 260 0000C000
sleep 10
// Clear WPEN & BP[1:0]
mmr 260 00002000
sleep 10
// Disable Write latch
mmr 260 00008000

e Enable EEPROM protection
// Enable Write latch
mmr 260 0000C000
sleep 10
// Set WPEN & BP[1:0]=11
mmr 260 8c002000
sleep 10
// Disable Write latch
mmr 260 00008000

e View current EEPROM status register (in [31:24])
// Send Read Status Register command
mmr 260 0200A000
sleep 10
mmr 260
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2.9 Dealing With a Corrupt EEPROM

PROBLEM & SYMPTOM

In some cases, EEPROM contents may get corrupted or programmed with invalid values. These may result in an
unstable system, the PLX chip not recognized, or other issues. This section will provide options for programming blank
or corrupt EEPROM devices.

SOLUTION

The following list possible solutions to get around a corrupt EEPROM. Some options involve handling the EEPROM chips
when the system is live. You may perform these at your own risk & PLX is not responsible for any damage caused by
these methods. Usually, if done carefully, there is little risk of issues.

e Use an external EEPROM programmer to reprogram the EEPROM if it is removable

e For newer PLX PCle switches, if possible, use an 12C connection with PLX software to reprogram the EEPROM.

o [At your own risk] If EEPROM is socketed, remove it, power up the system with the PLX chip, replace the
EEPROM & reprogram it with software. Refer to the Programming Blank or No-Signature (5Ah) EEPROMs
section.

o [At your own risk] Before powering up the system, temporarily short the EEDO pin of the EEPROM to ground. A
moment after the system boots, remove the short. This will make the PLX chip think the EEPROM is blank or
non-existent & will revert to default values. Reprogram the EEPROM with software. Refer to the Programming
Blank or No-Signature (5Ah) EEPROMs section.
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3. FAQ
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